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INTRODUCTION

®
What is eduroam? etluroam

eduroam is a global Wi-Fi roaming service designed specifically for the research and
education community. It allows students, staff, and researchers to enjoy secure and
seamless internet connectivity across thousands of participating institutions worldwide.
Once configured, users can move between campuses, libraries, and partner
organisations without needing to request guest access or re-enter login details, making
eduroam a trusted and convenient network for academic mobility.

What is geteduroam?

geteduroam is an application and onboarding platform that simplifies and secures the
process of connecting to eduroam. Instead of manually configuring certificates or
network settings, users authenticate through the app, which automatically installs the
correct security profile for their institution. To enhance security, geteduroam issues
short-lived credentials that expire after a defined period. When this happens, users
simply repeat the same setup steps to renew their access, ensuring that devices always
use up-to-date authentication details.

Installing and using geteduroam

geteduroam is available across a wide range of operating systems, including Windows,
macQOS, Linux, Android, iOS, and ChromeOS. Each platform has its own installation steps,
but the process is designed to be straightforward so that users can complete the setup
independently. The following sections provide clear, step-by-step instructions for every
supported device type. Simply identify the operating system your device is running and
follow the corresponding guide to configure your eduroam connection.
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Prerequisites for using geteduroam

Before you begin the setup process, ensure that you have:
1. An active internet connection

You must be connected to the internet (mobile data, home Wi-Fi, hotspot, or
campus guest Wi-Fi) to download the app, access your organisation’s geteduroam
portal, and complete the sign-in process.

2. Your university login credentials

You will need your institution-issued username and password to authenticate and
generate your eduroam credentials.

About geteduroam Credential Expiry

geteduroam issues time-limited eduroam credentials that are valid for up to one year.
When the credentials expire, your device will no longer connect to eduroam until you
generate new ones.

To renew your credentials, simply follow the steps provided in the “Renewing Credentials”
section of this guide.

Support

If you encounter any difficulties during installation or connection, you may contact the IT
Support team at servicedesk@swinburne.edu.my for assistance.
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HOW TO SET UP EDUROAM ON YOUR DEVICE

Choose Your Operating System

Select your device’s operating system to view the setup instructions.

4 N

an

Android

For Android
smartphones and

4 N

i0OS

For iPhone and iPad
devices

tablets

macOS

o
-

/
~

For iMac and MacBook
computers

N /

. Before You Begin

o
-

/
~

O

Linux

For Linux distributions

o /

4 N

Windows

For Windows 10/11

/
~

o
-

ChromeOS

For Chromebook
devices

/

Make sure you have an active internet connection and your university login credentials
ready before starting the setup process.
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1. Android
1.1 Install the app
1. Open the Google Play Store or Huawei AppGallery on your Android device.

2. Search for “geteduroam” and install the app.

geteduroam
l’ SURF B.V. Install v

3.0

2k reviews @ : Rated for

About this app

Configure eduroam by using your institution profile

Alternative download

If the app is unavailable or does not install correctly, download geteduroam
version 1.0.16 from the following link:

https://apkpure.com/geteduroam/app.eduroam.geteduroam/download/1.0.16

During the installation, your device may prompt you to allow Chrome to install
apps from external sources — grant this temporary permission to complete the
installation.
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1.2 Select organisation and profile
1. Open the geteduroam app on your Android device.

2. Search for “Swinburne University of Technology Sarawak Campus” and select

from the search results.

Q Win burne University of Technology

3. Selectthe “geteduroam” profile and tap “CONNECT” to proceed.

Profiles

geteduroam

CONNECT

1.3 Sign in and approve

1. Enteryour login credentials on the sign-in page. If a consent page appears,
select your preferred consent option and tap “Accept” to continue.

&4 ] Office 365

Signin

Email, phone, or Skype

Can't access your account?

Need Help? Kindly contact the Swinburne
Sarawak ITS Service Desk +60 82 255 000.
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2. Inthe geteduroam app, tap “Approve” to allow the app to use your account to

connect to eduroam.

Do you want to use your account to connect to
eduroam on this device?

Approve

» Why is this needed?

1.4 Save the Wi-Fi network

1. After configuration completes, a prompt will appear asking whether you want to

save the eduroam network.

2. Tap “Save” to store the eduroam Wi-Fi profile on your device.

@ Save this network?

Cancel

3. You can check your device’s Wi-Fi settings to confirm that you are connected to
“eduroam”.

Profiles

geteduroam

You have access until 31 January 2027 (in 11
months)
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2.i0S (iPhone and iPad)
2.1 Install the app
1. Open the Apple App Store on your iOS device.

2. Search for “geteduroam” and install the app.

e

m==)) geteduroam
S | @
e jet connected wherever you are
-
*kfrirtr 4 [E SURFB.V. & Utilities

Enarnple Begersmaiien ihermal

2.2 Select organisation and profile
1. Open the geteduroam app on your iOS device.

2. Search for “Swinburne University of Technology Sarawak Campus” and select
from the search results.

Q Bwinburne University of Technolo,

3. Selectthe “geteduroam” profile (staff or student) and tap “CONNECT” to

proceed.
swinburne-staff.geteduroam.my X
URL
Profiles
swinburne-staff.geteduroam.my v

CONNECT
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4. When prompted, select “Continue” to allow the app to use geteduroam.my for
sign-in.

"geteduroam” Wants to Use
“geteduroam.my” to Sign In

This allows the app and website to
share information about you.

Cancel Continue

2.3 Sign in and approve

1. Enteryour login credentials on the sign-in page. If a consent page appears,
choose your preferred consent option and select “Accept” to continue.

Sign in

Email, phone, or Skype

Can't access your account?
Next

Need Help? Kindly contact the Swinburne
Sarawak ITS Service Desk +60 82 255 000.

Qh Sign-in options
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2. Inthe geteduroam app, tap “Approve” to allow the app to use your account to
connect to eduroam.

Do you want to use your account to connect to
eduroam on this device?

= Why is this needed?

2.4 Allow Wi-Fi configuration

1. When asked to add a Wi-Fi hotspot, select “Allow”.

“geteduroam” Wants to Add a
Wi-Fi Hotspot Network?

Cancel Allow
2. Next, when asked to join the eduroam network, select “Join”.

“geteduroam” Wants to Join
Wi-Fi Network "eduroam-
test"?

Cancel Join

3. After configuration completed, the app will show your access validity period.

4. Open “Wi-Fi settings” to confirm you are connected to “eduroam”.

You have access until 24 Jan 2027 (in 1 year).

eduroam
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3. Windows 10/11
3.1 Download the geteduroam installer
1. Open aweb browser and go to:

https://entra.geteduroam.my/app/

2. Select “Windows”. It will automatically download the installer.

e(iuroam

geteduroam

For most users, the easiest way to use geteduroam is to use one of the official apps.

Android i0S Windows Huawei

For some platforms there are no apps available. For these platforms, you can download a configuration profile that you can install
directly using the operating systems facilities.

ChromeOS

» Options for other platforms and professional users

3. Runtheinstaller and search for “Swinburne University of Technology Sarawak
Campus” by typing in the search box.

geteduroam = *

Select organisation

Swinburne University of Technology Sarawak Campus

4. Select “Connect to Swinburne University of Technology Sarawak Campus” and
click “Next”.

5. You will be directed to your default browser for authentication.

o ———————————————————————————————— |

geteduroam

Waiting ...

To continue you need to authenticate in your browser, a
window should have opened automatically.
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6. Signinto your account by entering the University’s login credentials.

Sign in

Email, phone, or Skype

Can't access your account?

Back Next

Need Help? Kindly contact the Swinburne Sarawak
ITS Service Desk +60 82 255 000.

7. Click “Approve” to use your account to connect to eduroam on your device.

Do you want to use your account to connect to eduroam
on this device?

Approve

» Why is this needed?

8. Once the app has been authorized, close the browser and return to the
geteduroam app.

The app has been authorized!

You may now close this tab and return to the app.

9. You’ll see this message when the connection to eduroam is successful.

geteduroam e - x
Login

You are now connected to eduroam
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4. macOS (iMac and Macbook)
4.1 Download the eduroam configuration
1. Open aweb browser and go to:

https://cat.eduroam.org

2. Click“Click here to download your eduroam installer”.

eduroam.org

I Start page Avout Language Hop Manage Terms of use
uroam

Comnguranan Anwetam Toos
eduroam® installation made easy]
Apple iOS devices
iPhone, iPad, iPod touch

buit

at coondnates eduroam® GEANT Association

Welcome to eduroam CAT
Connect your device to eduroam®

eduroam® provides access to thousands of Wi-Fi hotspots around the world, free of charge. Learn more

ﬁ Click here to download your eduroam® installer

e CAT © 2011 205 GEANT Assersanen |
[ 2 0 Dl of Pra GEANT Propects tardes by EU. s sthen -t Lo .
eduraqmt ¢

3. Search for “Swinburne University of Technology Sarawak Campus” and select it.
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4. Click “Continue” to be redirected to the geteduroam portal.

I Stan page Adscsit Language Heig: Manage Terma of ube
uroam

ComPagur snon Assiniant Yoo

SIFULAN Vlrtual Home wiect anothor

B e e L S L P

Wiher s 5eh Comnm Fun matns’ aagm wd be Gmrmc T 8 W ikt l SIEULAN

etroan CAT
L—

L
oty BV, e

4.2 Download the network Wi-Fi profile

1. Inthe geteduroam portal, click “Apps”.

GJUI’O&II’“

obtain and install eduro

ns do not support geteduroam yet. This means that everyone can

use these apps right from the starnt

2. Select“macOS”.
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oJuroam

geteduroam

For most usérs, the easiest way to use geteduroam is 1o use one of the official apps.

Android i0s Windows

For some platforms there are no ilable. For these platforms, you can download a configuration profile that you can

install directly using the operatir ems facilities

Chrome0S

3. Signin using your credentials. If prompted, accept the consent request.
4. Download the generated .mobileconfig file.

If the download does not start automatically, expand “Download not starting?”
and click “Start download” to manually download the file.

QJI.II'ORI’“

geteduroam

Your download will begin shortly

if you have macOS Big Sur or newer, please go to

Profiles in System Preferences to complete installation

4.3 Install the Wi-Fi profile

1. Open the downloaded .mobileconfig file. Review the profile and click “OK” to
install.

Profile Downloaded

Review the profile in System
Settings if you want to install it.

oK
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2. Goto “System Settings” > “General” > “Device Management”. Select the

eduroam profile and click “Install”.

Device Management

Sign In

Imran Salleh

Add AppleCare Coverage

Profile Downloaded

"‘ Biuetooth
‘ Network
® on

Are you sure you want to install this profile?

n eduroam

Recoived

Settings

Detasils

Certificates (2)

ignore Cance
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Are you sure you want to install
profile “eduroam”?

Show Details

Cancel

3. Enteryour Mac password when prompted and click “OK” to continue.

Device Management/MDM

Device Management/MDM wants to
make changes.

Enter your password to allow this.

Imran Salleh

D vard

Cancel

4. Once the profile is successfully imported, you will be able to connect to the

eduroam Wi-Fi network.
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5. Linux £

5.1 Download and install geteduroam

1. Download the Linux GUI version from:
https://github.com/geteduroam/linux-app/releases

2. Install the application according to your distribution.
3. Open the geteduroam app.
1. Authenticate and connect

1. Search for “Swinburne University of Technology Sarawak Campus” and select it.
You will be redirected to a browser for authentication.

geteduroam-gul S @ &

Your browser has been opened to authorize the client

eduroam

2. Sign in using your Swinburne’s credentials.
3. Acceptthe consent requestif prompted.

4. Click “Approve” to authorize the connection.

Do you want 1o use your account to connect to eduroam

on this device?

—

5. Once you see the confirmation page, close the browser.

Authorized

The client has been successfully authorized. You can close this browser window.
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6. Return to the app to view the eduroam connection and its validity.

geteduroam-gul = (&) @K

Success!

Your eduroam connection has been added
Name: "eduroam (from geteduroam)”

Your connection is valid for: 180 days

&
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6. ChromeOS @&

6.1 Download the eduroam configuration
1. Open aweb browser and go to:

https://cat.eduroam.org

2. Click“Click here to download your eduroam installer”.

eduroam.org

l Start page About Language o Manage Terms of use
uroam

Corfiguraton Assstan Tool

eduroam#® installation made oasy;
Apple iOS devices

iPhone, iPad, iPod touch

At conrdaales OUOAM® GEANT Assooiation

Welcome to eduroam CAT
Connect your device to eduroam®

edurcam® provides access to thousands of Wi-Fi hotspots around the world, free of charge. Learn more

ﬁ Click here to download your eduroam® installer

25 GEANT Asscoumon >
o GEANT Propecs a1 e st . —

SIFULAN Virtual Home
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4. Click “Continue” to be redirected to the geteduroam portal.

I Stan page Aduonst Larguage Help Manage Torrma of use
uroam

Comfagir onon Assintar Yoo

SIFULAN Virtual Home —

Vins wam mB Tt gk ae w8 reieet 8 el sager]

age { ~
Wl s 1heh Comnum Ten watn’ angm wd b Amrms r 3 ww et |,_—.J SIEUL AN
m_ - :
A

sowroan CAT € 2011-202% GEANT Associaton 1-
[—rE v tmeat f P GE AN T Proymess farvimd by £1 ared cofmes £ il LEwraen #
ecLrOmT ) a0y e

6.2 Download the network configuration profile

1. Inthe geteduroam portal, click “Apps”.

eJII roam

geteduroam
ﬂ»‘.;ps 3 . S
geteduroam's aim is to make eduroam client setup safer and easier.

We provide apps for different platforms, desktop and mobile, that can obtain and install eduroam certifici

The apps also support CAT profiles for users whose institutions do not support geteduroam yet. This me
these apps right from the start
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2. Select“ChromeQOS”.

o('uroam

geteduroam

at nade easy

For most users, the easiest way to use geteduroam is to use one of the official apps

T S T T

For some platforms there are no apps available. For these platforms, you can download a configuration profile that you can install
directly using the operating systems facilities

T

3. Signin using your credentials. If prompted, accept the consent request.
4. Download the generated .onc file.
If the download does not start automatically, expand “Download not starting?”

and click “Start download” to manually download the file.

el:luroam

geteduroam

Your download will begin shortly

ﬁ » Download not starting?

After downloading the file, open the Chrome browser and
browse to this URL: chrome /network. Then, use the
Import ONC file button. The import is silent; the new
network definitions will be added to the preferred
networks

6.3 Install the network Wi-Fi profile

1. Open the following URL in a new tab in the Chrome browser Crome://network.
Click “Choose File” on the “Import ONC File”, select the generated .onc file
generated in previous step, and click “Open”.
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€ > ©C  @chrome chrome/network

Cellular Activation

Disable eSIM profiles

Disable actrve eSIM profile

Reset eSIM

Reset ApnMigrator

New Wi-Fi Network Dialog

Show ‘Add new Wi-Fi' dialog

Import ONC File
Mo file chasen

Networks imported: 1

2. Goto “Settings” > “Network”. Select the eduroam network and click “Connect”.

Join Wi-Fi network ke o) ©
ssID Screen Do Not
eduroam capture Disturb
Security
B V - m c“t !men )
EAP method
[ il 2 J ™ Focus >
Saerver CA certificate
ISRG Root X1 |SRG Reot X1] -

radius geteduroam.my

Subject altern ative name match
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RENEWING CREDENTIALS

Why eduroam credentials expire

geteduroam issues short-lived credentials for security purposes. These temporary
credentials help to:

e Reduce long-term risk in case a device is lost, stolen, or compromised.

e Ensure only active users (students, staff, researchers) continue to have access.

e Force periodic refresh of authentication details so outdated certificates or
passwords do not remain on devices.

This expiry mechanism helps protect both users and the institution’s network.

When you need to renew

You must renew your credentials when:

e The geteduroam app notifies you that your access is expiring, or
e You are unable to connect to eduroam after your validity period ends.

Your geteduroam credential is valid for ONE year. After that, you’ll need to renew them.

How to renew your eduroam credentials

Renewalis simple—you perform the same setup steps you did the first time you installed
geteduroam. General renewal steps (all devices):

1. Openthe geteduroam app (or go to the geteduroam portal, depending on your
platform).

Select organisation — “Swinburne University of Technology Sarawak Campus”.
Choose the geteduroam profile.

Sign in again using Swinburne’s username and password.

Approve the consent prompt if it appears.

The app will generate a new set of credentials, replacing the old ones.

L

Important notes for macOS and ChromeQS:

These systems store configuration profiles. To avoid conflicts when renewing:
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1. Remove the old eduroam profile before creating a new one.

e macOS:
System Settings — General — Device Management — remove ‘eduroam’

profile
e ChromeOS:

Settings — Network — remove the existing eduroam configuration

2. Follow the normal setup steps again to install a fresh profile.

Windows / Android /iOS / Linux

No manual removalis needed. The geteduroam app automatically replaces expired
credentials during setup.

How you know renewal is successful

e A confirmation page appears in your browser or the app.
e The app shows a new validity period.
e Your device reconnects to eduroam automatically.
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